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lntr,dttcti,,n

Fhl-, '.'. tlitc pal)or ,.',,ph,rc, ht_,.,, t_, illCI'CaI_C the _LICCC",'_ :.lnLl t_pcratitul of critical, complex.

nzttitmal -,,.,,tom', I_x ell_.'cli_,¢t_, capturing kno,,vledgc management requirements within the

lcdcral acqui,,ititm procc,,>,. Although we focus on actor, pace t]ight _,vstems. the principles

outlined _,vithin ill/.tv Ita,,e a general applicability to other critical federal system.,, as well.

Fundamental design deficiencies in federal, mission-critical systems have contributed to recent.

highl._ vi:.,ible _,'v_,tern failures, such as the V-22 Osprey and the Delta rocket family. These

failures indicate tha.tt the current mechanisms for knowledge rnanagement and risk management

are inadequate to meet the challenges imposed by the rising complexity of critical systems.

Failure.,, oi aero_,p;.tce -,,_ste|ll operations and vehicle_, haaS. haxe been prevented or lessened

through utilization of better knowledge management and information management techniques.

Currentl,, there appears to be no clear standa.rd to ensure that the necessa W data. information, and

kno,._, ledge requirement,, are readily available for thoroughly a.,,_,essing systerns in a timely, cost-

effectixe ,._,a_,.

The tedel a[ go,,ernment h;.ts a number of complex, critical inh)rmation system.,,. Nearly all

gto,_ernment ..,_,stem_, involve p;.trtnerships between government, industry, academia, and/or

foreign bodic.,,, rc:,ulting in the definition, design, de_,elopment, testing, implementation, and

operatitm oi the,,c ,,',,stem,, being performed by multiple conmtclir|g companies, organization',, or

agencie',. Such a ,,),,tem may ha,.e further dependencies on indi,, idual_, groups, and other

svsterns outside the control of those charged with building and maintaining the system, such as

constituent subsv,,tems being implemented by disp;.trate groups of people working at

geographically di,,pep, ed locations.

Issues in the l.il'ec)'cle of Complex Federal Systems

.-XgI'C:LLCZ',pn)acti',c. ,,x '..remit understanding of the _lganiz_ttional ;.1_1,,.l,,v,,.telll engineering

pl'_CC-,-,C,, role\ ant to the litec'_cle t0t"national systen> is critical. Hb.tory ha.,, ,dlo,a, n u:, that

illlplclllClltin'_' it Ct_lllplc'_ '.,_,-.tClll _._,ithout Lttld¢l'St;.tndill._ the dc,,ign t'equirelllCntx and a.,,.,,Ulllption,.

,aill ,,ignilicanllx incrca,,c the probability, of xub-optinlal opcr,tlion or failure. Such an

tllldCl,,tallding fcquilCS clear ,tlld t_pcn conllllLinicalit_ll [3ct_._.CCll [hc Ctl,-,tOltlcrs. dc,.igner,,, ttnd

ittlptctl_ci_tcr',..\,, there nta_, hc ten,., or hundreds, of i_C_l_lc ill_.tfl\cd ill the lil'cc_.clc t)l" ;.t C,,ullpIc\

,,,. ,,tct_. kl_,_,.,,lcd,.:c _ttana_c_ncllt _,, critical in facilit,.tin,_', cal_tUlin_, nlld archl\ in,. that

,..'t IIIII11 all1 iCal[ i_ _11.



['llC ,..'LIITClIL .II'J[H_ ,d_llC- t_, _'l",.'_.Ltlll_ OHII[_[CX ",,\ '-.lu.'lll", _l'lcII I,.tll l_ I,.tkC il]t_ O)ll',idu.T.tli_ ,11 the'

,t_Ul_e,..'t,,t cullural, h,..t_._xI,,,at. aild -,_ci;_l_ic,.tl i-,-,tlC-,. '-.tl_.ll .t., ,..,,llllllL, Ill,,.';.tli_n. Cllt"l'dilldli_HI. _tlld

tl'llnt. ()IlclI. tllv' ell,till lll'-,llltlll',..'lll theft the tudcral _,,.cxnJllc_t lid'-, I,_ illl']llu.'llCC th¢_.c plt ,...'c,,_,c',. l',

th',: ,,.It,cutltcilt-, v+'i,,.':tlut+t dLil'l[l_ thu ,.tcquli',+ith+tl [+r,. ,c,,.",,,+ lilcludcd En thc,,¢ ,+tC_.luli'.,itlt+ll dt+ct.ltllclit-+.

kllt ;'`.t,, ludb'u Itldlt,p.2_'tll_.'t+l i'CqU+rCZl+Ct+t',C',Ulpr_)\ idc +t o+II+l',IcltcIl,i\c. '.,t..u'Id:.u'dizcd ,._.:t,, _,t

+t,.l+.Inc'.,-,i++,-,,,, ,,t,.:tt+-,++,.:.+it +,."attitbutc,, that ,,',,ill ,tddrc,-, tl+u "++,hiq'tv.'L+lllill_+ '_ ithtn currctlt. ,'_,I+iplc\.

,.++Fttl_.:+t]. ll.+ttlt+ll,.tl ",,', -,(v.'lll [IIcc_,+[C ++)It+CC".,_C'_.

l'he R.he .f Kn<m hedlae .Xlanagement

-I',.+cm.tblu l',cttcr dc+t,,t_,n,, thrtx.nghoLtt the litec_,clc _.tn+..i_u,_,:.tnization. kno_._, let.lge, ir_form,.tti,.ut.

utnd dat,.t ,ul ut .,,,, ..,tcttt tlucd>, to bc ,.,.ell integrated arid procc,,,cd i"or continttott:., ',\,,tetllic ri:,k

munugemcrnt irt :.t ,,treamlined proces.,,. People at all pha:,e>, ,)t the lifec_,cle need to have access t,.)

knc_v+ledge texpcrti,,e ). information, and data on any given go\ernrrtent system for the goal:.., of

continuou:,, ri>,k tnunagcment and assurance of systern heaLth.

The uor>,tituertt part:,, ot knowledge management revol',,e :l.routld people, process <system

engineering), and technology. The most often asserted estimate is that 70% of the effort focuses

on people and proces>,. We can provide many technical solutions, but the problems involved in

mitigating ri>,k on complex >,vstems will not be solved until we can work the issues of trust

across all partners in\olved in a system and, of course, that means change in much of the process.

Such change.,, might include a more system-specific knowledge representation, proactb, e

rrtaintenunce of >,v,,tem expertise ensuring adequate supported and optimized design, and analv>,is

an,,.l te:-,ting proce,,>,e:,, throughout the systems" lifecvcle. Some of those specific issues are noted
belov,,.

• S_,,,temic ptoce>,>, i:,,>uen in',.ol\ing trust and communication inclLide

lnteragenc+',, tiv_.tlries, intra-agency competition for a_ailable resources, mistrust bet\veen

ci,, il _CX'V:tLtt:,,atld contractors, competing fedet+_.tlcontracting companies, internal

competition bet\,,een groups within a corm'acting cornpany, and/or interpersonal issues

between indi_, iduals within a group.

The "'n,,.)t in,. entcd here" ,.syndrome related to agreement, on methods and technologic>,

ctu.thling inf,.)rm;.tti+.m le,.eragirtg for quality as>,e,.,smcrtt>, and auditing. People are much

mr>re likcl\ to agree ,,,n thc,,e methods o, approaches _.s,illtin u. ,,pecific. tru>.ted

COIIlIllUllit\. th;.tll tile\ J.le across COlllllll..llli[iC>, or _.+r._i.tlli/.ttion_.

• _,,_lCllliC pr_.>cc,,'., i-,,.,uc>, in\ul\ing stand;.u'd.,,, :ttld proce,,:.,¢:., include

Lack of clcarl,, dctincd inr'urrrtgttion :tuditing xcqulrctllC_lt:,, for national. ,,_,,,ten_

p/.,rtncr,,llif} '_' ' ' • " ".|_l_,.:lllCnt/;.tCql.llSltions n.ccc,.,,,al+ [or clc:..tl .tlld thorough c+.+lltillUOU>,.

',\",,tCllliC I'i-+K LI>,",C'.,xlIICIlt,, +..lCl't)x>, ._l _i\cn COlUpJc',, ",,\ ",,tClll.



I:'.... I!'. t.lilcit.'l ",1,,, >cl pl', IpllCl<[l",, alicl -,ClI',II.I_,C daia ,uid k.ll_,_._,I_.'cl_t<.'l',',tlt:", I_t>',',il'q> d'tic h_

_.'_,tile.' _tU,LI ilihlbJl_r,, _,_,itllill Ilk.' O}lllramllil_ lilCc.'halli,,lll,_ alld ,,lruclLirc',. ,,t.icll a_, llic

(. ,iltr;:c.l ( )I lie,.' ['cc.hlllC;lI J4Cl_l'C,,cnt;.l'tl,_C ((.'()['R t II'aillill_ ..illd Cl>llll';.iClCl;.lI ,igridt.'lllCllL,,.

llliclicc.Ici,_i t_r_,l>_.'rl._ ri_hl,_ lV,,LIC'_ [t)r c\pclti,id ,lild eXpelfOliO,.' lllailllCllallc.d ill Ihc v_',IClllx.

- l'tic ,,lallclard _,,. ciiliik.'lll ",LatdlllCilt o[ '_,t)i'k rc'.__,ai'dill_ i'i_ht,, tt_ data aild iilalerii.it', i,

I'_t+lmntiall,, lackiil_ ,.ill c,,,,cntial, clear contextual ',latClllCllt o[ km)_,_,lcdgc. The

_< ,_.Ci'!llllCll{ ik.'Ccl', a V', ",{i..'lllitd '_ iCV,, tot' it", kH<,,I,.'d,,,<.'iiltlplicit alld c\plicit cxpcrti',C ,illd

,:\l",criCllmCl,)l a _", .,[Clll alld it'_ ddv,dlopillelll Lil_)i17 ,a itll the data alld ill[-c)rnl;.tiiC)ll.

- ['tlmrc i,, ,l l:vi'cci_cd lack t)t" time to pLLblb,t'l ,.llld ,,hell'0 kilc)_,_,IcL.Lgo_,_,hen it i', not pal[ Of ,.ill

c\i)licit pl<>c¢',.,,. A.', a re',l.ilt, v,,hen kno,,,,ledg¢ ,,baring b, expected to happen out_,ide of

ttlc nornlal ,,,tatclllerlt o1" work or process, it does not occur ,a,ith any regularity.

Export Control Regulations

Recommendations

Sexer:ll ,,dution_, come Io mind in addressing the problems rioted abo_,e. The first set re_.ob.es

,.uc)und lelllecli¢,, to) the acquisition process itself

Education should be provided across the procurement process to the contractors.

coritractirtg officers (CO I. contract officer's technical representatives i COTRs). and staff

rllariagillg c)l.ir ,,,, _,tem:," developntent on key kno,a ledge management concepts such as the

dil-tererice betv_,een data. information, and kno,.vledge, how to capture knowledge, and
how to ,,liare it

• Ba:,ic kriov, ledge manageinent aspects should be noted its deliverable,, and clearl_i defiried

il_ reclctirclnetlt,,, c_,pecially in the marly types of agreement.,, the goverrmlent to,'rm,

A ,,tandard set of agreernents on knowledge management practices and use of

applicatio> to ensure better methods and approaches to doing systemic risk analy.',i-,

_,.ol.lld em.tble mtegration of nev,,er, autonomous, probabilixtic intelligent tools fo,"

idel_tif) ing prc,,it_LISlv uriknown risks anti precLtrsors _.vitllin thene svsterns

• Acqui,iti_m,," docuincnt_, ,,hould iriclude a c_>ll_pictlei'isi_ e oversight and compliance plan

• :\_rccillcnts -,ll_>uld bc reached for int'oiillati_m audiliil,g and collectiol_ requireiilcllt-

Ill adctili_m t_ the acqi.ii,,il it,ll plc>c¢,,_,, solutiol> to Iliitigaling the ii,,I; oil complex i"edelal v. ,,tcill:,

:.tl',_l I]_cCi', <>ll buildiilg c_)ll',i',k.'ill. ,,tre:linlii_cd illl\)llilCllit_il ,.llld kllo_,_, I¢dg¢ illanageiTIClll

capal_ilitic,, ,iCl<>,,, Ilk: (-it>_.Cl'lllll¢llt. To) buih.l _m ,,_,_u'kin pr_lgl'C,,', and intcl'-_t_.crnlllcnl _a._,rkmg

iealll',. -,_lilC <q the :l_c.'llC) lrti,,i i,,',UCS c',ln bc adclrc:,,',cd I_,,



l!qdbJl-.[llll'_' ._JJ_'qUld ,_11 illl_+lltlall_ll iCqLillClllCllt _, I*_t _+ _I_IilIC qLldJi[\ _llld .P_%_ILilIv_ ,,I

li..t[It_Ildl ",\ _{CIIL*

I.+:+',+..tlLhttilIL' tJ1',. + ,"tl'i",+'llt ',talc _+I" C\i',tll1._ ",'++',tOIl]', [',+l ' ,,tIC;.illlJinll]_ C_>111111Lit3i+,..'aLtit+ll ,tl1,,.J

acl_ic,, n,_' l',cttu_ ,',l'_:l£1i/atit+li;.ti a.tld "_',, ,,,tcnl illtClt,pct:.tJ',+llt')

Idcntil+,. in,_, CLtltLtt'/+tJl_,,.uri,.:r'+'t,,_l ..,ltaulng inl\+rm,.tth+rt and t_>rntirtg ,,l+tt.ut- _.tnd long-raut_c

[)faLl1", t_ _ _.,_, Ct'C¢ +lilt tl'lC111

[..)t..'",i'_'llitl'__'.ttl acqCtJ',Jtit+I+i-, ,,tatndarcl .,clrrotmdit_,- ,.t ,,,,,,turn +v',',tcniicatll',, bitt,.ling >

il1__.+t'ptJt"atii1_ ol + ,,t.ll't'_>t.illdill._ knu',+vledg+ ITt;.tl+lat_ct+tl¢l't[ tOl ' i'lattionatl ,,'v,,,tCIt l:., tl+t,.ttcattl [",C

atgrucd Ltp,,_n :.uld tl'tut itlt,,2,._l'atc>, we.ll ,._,+ith cufrc'llt ,..,tatnd;.tld,.,

Getting >,t.pport from the executive counsel and headquarters [i._n't this NASA >,pecific

te rminolog.v '._]

Defining what the information and knowledge reqL|irements are for continuous risk and

safet) a.,+>,e.,,>,ments in support of systemic, legal, contractually advisory support on
nattional ,,',,".,tell'+.-,

Ananging tor rc_,outces to complete the initial found of ,,[rategic effort.,+

Conclusion

For contplex >,y>,tems. proper knowledge management is critical to perform ri:,,k managernertt.
Must current knw, vtedge management svstems fail to recognize and deal with system-specific

i>,sues. Technological kno,._,ledge management solutions will most likely fail to perform a.,,

expected it" they do not deal with cultural and behavioral issues such as trust, coordination..,nd

error nlatl_.tgenlellt. Sillcc tllan_ governmental proce,,,ses as cut'retlt[y e_,olved atre inimical to

etl"ecti,,e ,,y>,tem-:,pecific kno_+ tcdge management, a concerted effort to impletnent kno_,vledge

management tncthodulogies capable of addressing coordination, trust, and hurnan error is.,,ues

ntav require bull-in not only from the individuals participating in at particular effort, but from

their organizational management as well. Including knwa ledge tnanugement requirements in the

acqt.ii>,ition process illa_+ be the nlost effective way t\+l the go,eminent to effect the pi'occ',+>, and

cultural chakn_c',, llCCC',',al./'_+tO ptoperl,, desi,,n [nlpJctllcnt. alld o[+Cl_.ttc critical national ,,\,_tcrn-.



._pl_endi\ .k- ()uu'ntiqm_ ru_arcli._ C()TR pr_cun,_:

Qm'_/i_,_. 3',_. _t_,_'_ /InN me'an ne lniv_" ;he _'t',,,h/ _ _m_cv lhc I_q_id/'/w_,ccv_ ore/

q_l/ll _llt,ll /t.'_Iq¢" ¢)/_)11t" /)t'OL'U.'_._U.h tlltHIq _ll/I t'_.'c dl'_'lllt, _ ',.V';/e'/ll /)/','.'t.[IICL',, dllt[

_¢'1"; I_c'_ "11 I_l't/L't" [t_ III_11"11[_1l'11 "kll_i /cdqt,'.'

Further que,,tionn:

a. Is ttte is._'Lte management reaponsibili O" cleurlv defined and understood across

govert,,ent agency legal, procttrement.s, and R&D processes ?

Witch writing contracts, is there any traini,._ a,d stumhtrds to following ins,rin._

titbit dt)Pltl'dt'tS take into cottsiderati_m the mi.ssiott or vehicle svste,tic is.stte._

stttFe,ttttditt,4 tile" projects being contracted?

('. D_ all co,tracti,g officers and COTR's ttndersm,d what can ctnd cannot he

elicited /)'_)m contractors on d_tta, information, and knowledge" to do System

tk'llt)wled,'qd ,],[dlld_(eme'ttl tO insure a c'onti, ttotts risk mdlldgeme'llt proce_.v _) (.Vote':

qft't_tpY.ve, there is also rile" limitatio,s in t'e'st)lll't'e'.v tO do _l tttorottgh job i,

km_w/ed'4e" e/icitution and ma,age,tettt itt ottv acqttLviti_ms. R&D. and se'rvice'.y

l; )-__cc s._i, ;, ).

d. .4 rc there" i_r¢)teclures./_)r our COs and CO TRs managing, contracts and

ctqrc't'mc_tt.s, c_m,mmicctting with R& O cmd Services M gmt n) collect, ttl_lltct'4e" ttttd

re'H_*rt k/tow/edge ?

e'. Are there _'trate'gies being considered i, i, te',,4rati,,g in]brmation in a systemic

('ie'w tr) insure" ctmtpliance tttlt[ qttali_.v dS.Vltrdllt'e" tlzrott'4hottt d goverttm¢nt system

a/_,L_ uit/t architectural [tdrdware and SO]'_Wd/'d i._'._ue'.s?"

A_'c there/e'2_tl r_/ere'ttces in the c_,tlr_tct._ atnl /unv that ._i_e c/e'ar e'n_m'4h

,mlc/_t_mdi, k' ,,t the what the ,q,,vt, rmttcttt'_ "h'm,)vh'dge" Ri,_hts" are l'v "D_znt

Ri.v'/tt_" t_, it '_ _v_tdm.v ?_

To ,,urn up thc,,c queries, it is acknowledged that there att'e many efforts going on _,,.ithin

go'.CrtllllCnt tt_ iIl_ti._att_' ri,,k_ ill govet'ntllcnt i1;.tliCm;.tl ,,\ ,.tcRl>," ;and thct¢ i_ ,,igrti(icant

i'ml',li,,l_,.:,..l c\ id,,.'r_cc. ,,iluil;.trly ,,rating that ct'fccti_.c ri,.k and km_.s ledge ruam:,,_,cln,,.'nt

require,, ct,_w,.lination ,Uld informatitm ,,hating bct,._.ccn the porkpie/group,, in,.tqxcd in the

dc,,i,_,rt, tt_l_lc_ucntatitm, atild opcr:.ttion t)[" ;.1Ct_tllplc\ ",\ ',tClll. Effective ct_ordilli.lllt_ll



',,',, _+[',.'III _.JC'-,l_ll ,I_UCI[iC_.LLi_I1, l_..t'.,i_.'c_,+rclirt_ttttul i,.,,,t+tc,, K_+u:It.tclc

• ('t+llllllLllli',.u.ttlt)ll J+CtV'+CCl+t _l'()l.lp", ,.IFluJ llldi x, i'...[u;.tJ',

• L ildc.'r_t,.LllC.titl_ _+1 I'lCii't')t+'.,C c)l' illtCl'CcUltlCCt', l+Ct_,'+ CUll '._,_+lk ;tilcl kil+<>'. _, lu,,.l._¢[_ct'l<+t'lliccl

I+,_,dill,..i+cni 7t<lCil),.,

• L ilt.l,..'r.4:ulditl,_ ,>i c)tllcr _l+ilClrJ',, ' recltiirciiictlt,,. ,..lcl+,,.'i'it.icrici,,..',, _.il+ld_.i>..,uillptic>ii.., _._,hcil

_.lc.,,.,iuiliil 7 _.iilc.i iltllJlciticittiil 7 .,,y_itiJill>,

• l.lic.]Ci",,t_.lllc.lill 7 ,.',,<+1,.il'l,_ mi>,>,itm. ,>'+ _tCill ,.ulcl l_tc+Tr_.tili ii,-,k-, illtll'C +,_.",tCllliC:.tll'_


